WatchGuard Instructor Guide — Network Security Essentials for Cloud-Managed Fireboxes

Course Agenda

Start Introductions

WatchGuard Resources

Lab Logistics

WatchGuard Hardware

Overview of the WatchGuard Cloud Platform

WatchGuard Cloud Operators

Account Delegation

Feature Key

Add Device without Connecting to WGC

Lab 1: Management Actions

Deployment History

Default Threat Protection

NTP

Aliases

Firewall Policies

Intra-Network Traversal

Lab 2: Core Policy Basics

Networks Basics

Static Route

Network Menu

VLANS

Bridged Networks

Lab 3: VLAN

DNS
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Link Monitor

Global WAN- Multi-Wan

SD-WAN

Lab 4 Multi-WAN and SD-WAN

DNAT

SNAT

Lab 5: NAT

Content Scanning

Network Blocking

Geolocation

Content Filtering

Exceptions

Outbound Web Traffic

SMTP

Templates

Authentication Servers

Authentication in a Policy

Connect the Device

Log Server- Dimension

Lab 6: Logging

Monitor

Scheduled Reports

Mobile VPN Theory

Mobile VPN with IKEv2

Mobile VPN with SSL

Branch Office VPN (BOVPN) Theory

Branch Office VPN

Lab 7: BOVPN
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Multiple Gateway Endpoints

Lab 8: BOVPN Failover

VPN Troubleshooting

Slim Web Ul

Appendix




