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We used to be fighting these...

Chen-Ing Hau
Author of 
the CIH virus

Joseph McElroy
Hacked the Fermi lab 
network

Jeffrey Parson
Author of Blaster.C
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Today we are fighting these!

Jeremy Jaynes
Millionaire,
and a spammer

Jay Echouafni
CEO,
and a DDoS attacker

Andrew Schwarmkoff
Member of Russian mob, 
and a phisher
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Does anybody buy from spam?
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Spam through Proxy
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Send-safe
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So, what does phishing 
have to do with viruses?

Not much

Until we started monitoring some later variants of the Bagle 
worm

Turns out the machines eventually download an email proxy

And the mails sent through the infected machines turned out to 
be...
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BankAsh.E

Found on March 28th

Shows a fake bank web page whenever uses accesses:

web. da- us. c i t i bank. com/ cgi - bi n/ c i t i f i / scr i pt s/ l ogi n2/ l ogi n. j sp
www. bankof scot l andhal i f ax- onl i ne. co. uk/ _mem_bi n/ UMLogonVer i f y. asp
www. hal i f ax- onl i ne. co. uk/ demos/ publ i c/ umdemoengi ne. asp
www. ebank. hsbc. com. hk/ ser vl et / onl i nehsbc
www. i bl ogi n. com/ ser vl et / XCSer vl et ; j sessi oni d
www. nat i onal . com. au/ cgi - bi n/ 7614_1. pl
www. bpi net . pt / ver i f i caMCF. asp
sec. west pact r ust . co. nz/ I OLB/ csReq
ol b. west pac. com. au/ i b/ asp/ l ogi n/ bsd_l gval i dat e. asp
www. hal i f ax- onl i ne. co. uk/ _mem_bi n/ UMLogonVer i f y. asp
www. r bsdi gi t al . com/ secur e/ def aul t . asp
www. nwol b. com/ secur e/ def aul t . asp
ol b2. nat i onet . com/ MyAccount s/ f r ame_MyAccount s_WP2. asp
onl i ne. l l oydst sb. co. uk/ l ogon. i bc
i bank. cahoot . com/ Aquar i us/ web/ en/ cor e_banki ng/ l og_i n/ f r ameset _t op_l og_i n. ht ml  
i bank. bar cl ays. co. uk/ f p/ 1_2h/ onl i ne/ 1, 31705, , 00. ht ml
myonl i neaccount s2. abbeynat i onal . co. uk/ Cent r al LogonWeb/ Logon?act i on=l ogon
www. ebank. hsbc. co. uk/ l ogoni ndex. j sp



37

Hacker stole an undisclosed amount of the database with 8 million 
credit card numbers

BJs.com

Unknown attacker stole 13,000 credit card numbers over the net. 
Total number of cards in the system: 22,000.

US Navy

Over 8 million Visa, AMEX, Mastercard and Discovery numbers 
stolen from a credit card brokerage.

Dpicorp.com

Russian hacker "Maxus"  stole 350,000 credit card numbers and 
posted them to a public web page.

CDUniverse.com

Hacker stole over 15,000 credit card numbers and apparently sold
them.

Westernunion.com

Hacker stole 55,000 credit card numbers. He asked for a ransom and 
when it wasn't met, he posted the numbers to a public web page.

Creditcards.com

Over 3,700,000 customers had to change their credit cards after a 
break-in.

Egghead.com

Hacker stole a database containing 350,000 customers and asked for 
a $45,000 ransom.

Ecount.com

The whole customer database stolen. Hacker sent 
e-mail about this to all customers.

Playboy.com
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Case Slacke
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Cabir is spreading
in the wild                    .

Cabir was found in June 2004

First in-the-wild report from Philippines in August 2004

Singapore
UAE
China
India
Finland
Vietnam
Turkey
Russia
UK
Italy
USA
Japan

Hong Kong
France
South Africa
Australia
The Netherlands
Egypt
Luxembourg
New Zealand
Switzerland
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Skulls.DSkulls.D
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